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Thailand 4.0 and The fourth
Industrial Revolution

1st

18th century 19th & early 20th century Late 20th-century 2015 onwards

Mass production Cyber-physical systems
Assembly-line Analytics
Conveyor belt Internet of things

Artificial Intelligence
intelligent-ability

Mechanisation Computers & Automation
Water power The Internet
Steam power Information Age
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Digital Transformation (DX) Problems

Most organizations struggle in 4 areas

Enabling new roles

G 3 Culture —1
\y Should be an enabler M

for innovation

| \RRJ J } and goals

Governance

Optimized for
Innovation

=/~ Approach

To deal with unstructured

developments




5 DOMAINS OF DIGITAL TRANSFORMATION
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INNOVATION DATA
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DOMAINS STRATEGIC THEMES KEY CONCEPTS

* reinvented marketing funnel

Harness customer networks « path to purchase
« core behaviors of customer networks
CUSTOMERS

* platform business models
* (in)direct network effects
* (dis)intermediation

* competitive value trains

Build platforms, not just products

COMPETITION

10101 » templates of data value
o101 Turn data into assets « drivers of big data
 data-driven decision making
DATA

« divergent experimentation

* convergent experimentation
* minimum viable prototype

* paths to scaling up

Innovate by rapid experimentation

INNOVATION

* concepts of market value

Adapt your value proposition « paths out of a declining market
» steps to value prop evolution

© ACIS Professional Center Company Limited All right reserved. Source : http://www.digitaltransformationplaybook.com/



Who should lead your digital
transformation? The CEQ,
ClO, CMO,...?7

POSTED BY : JO AND DADO OCTOBER 29TH, 2014 LEAVE ACOMMENT IN ARTICLES @& 11740 VIEWS

T Last month, Harvard Business Review published an article on why we need better
Business

Reviow managers to deal with Digital Transformation. In their post they mentioned several of the
aspects that the digital leadership in your company needs to excel at:

- Creating a transformative vision of how your firm will be different in the digital world.
- Engaging employees in making the vision a reality.

- Channeling an organization’s energy through digital governance.

- Breaking down silos at the leadership level to drive digital transformation together.

http://www.digitaltransformationbook.com/tag/harvard-business-review/

Danairat T.
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Figure 1.1—The Context of Enterprise Governance of Information and Technology

Enterprise Business/IT Value
Governance of IT Alignment Creation

Source: De Haes, Steven; W. Van Grembergen; Enterprise Governance of Information Technology: Achieving Alignment and Value,
Featuring COBIT 5, 2" ed., Springer International Publishing, Switzerland, 2015, https://www.springer.com/us/book/9783319145464

ACIS Professional Center Company Limited All right reserved.



IT Trend and challenging to business

The Nexus of Disruptive Forces

© ACIS ProfesWCenter Company Limited All right reserved.
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Disruptive Technologies for Value Economy

Threats and Trends Categories for 2019

Digital Data Crypto Value
Economy Economy Economy Economy

/r—\ External compromise,
4 .+ o \ unauthorized actions
The Nexus of Disruptive Forces [ TOp Five Disruptive TEChrIOIOgieS ]
Social Mobil o~ N 3
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Art(f\';'agl I“r;ltaecl::.ig::ce Internet of Things
Learning fleD) }- Non-compliance,
E - <> < inappropriate use
{ :rliga:\)/ :it:s Blockchain
A J
. A
: Cybersecurity, Cyber Resilience ] ]
Informanon Cloud and Data Privacy Misunderstanding,
: J ineffective execution
\ / Source: ACIS Research
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5 SBeUrity Intelligenee

Disruptive Technologies for Value Economy

g

Top Five Digital Disruptive Technologies %

N\

loT (Internet Big Data Al & .
. . Machine Blockchain
of Things) Analytics .
Learning
Cybersecurity, Cyber Resilience and Data Privacy )

ACIS o aiRights Reserved
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IT-GRC, Privacy and Cybersecurity Management

SSSSSSS



'About Nation Cyber Sovereignty and
Hidden Privacy Threats”
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"About Nation Cyber Sovereignty and
Hidden Privacy Threats”
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From Digital Economy to Data Economy




ACIS
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Digital Economy and Ecosystems

ecOsystemg ecOsystemg
SCosystem® €cosystem>
Digital Data Crypto Value
Economy Economy Economy Economy

Source: ACIS Research
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Top Ten 2019-2020

Top Ten Cyber Threats

and Trends for 2019
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. Top Ten Cyber Threats and Trends for 2019

3 ACIS

ACIS o aiRights Reserved

_ Data Privacy User Data Cyberbullying,
External compromise, Risk & Leaks De-anonymization Social Media
unauthorized actions in Cloud Attack Scandals
Dark side of Internet / Regulatory
Non-compliance, [ILziEL @ Artificial Online / Compliance:
inappropriate use -(l-Dr']I'InSgeSCL(JlfiB’ Intelligence e-Payment Cybers_ecurity
(Al Fraud & Privacy
Digital
Misunderstanding, Cybsét?st:c%frity Cryptocurrency Transformatic_m
ineffective execution Cyber Resilienée & Blockchain & Cybersecurity
Transformation

Source: ACIS Research
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. Top Ten Cyber Threats and Trends for 2019

ACIS
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Top Ten Cyber Threats and Trends for 2019
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Data Privacy Risk & Leaks in Cloud
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Top Ten Cyber Threats and Trends for 2019
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Top Ten Cyber Threats and Trends for 2019
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Cyberbullying, Social Media Scandals
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u Top Ten Cyber Threats and Trends for 2019

IT, IoT and OT Security
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Top Ten Cyber Threats and Trends for 2019

Dark side of Artificial Intelligence (Al)

AgANNIsUINALLLaY Artificial
Intelligence (Al) unlglua1uiin

Should We Worry About Artificial Intelligence (Al)?

HUMANITY

AT A CROSSROADS AS

Source: https://www.codingdojo.com/blog/dark-side-of-artificial-intelligence-ai
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Top Ten Cyber Threats and Trends for 2019

Internet / Online / e-Payment Fraud
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Is Cashless Economy Eliciting Cyber Crimes?
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Source: https://blog.ipleaders.in/cashless-economy-eliciting-cyber-crime/
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u Top Ten Cyber Threats and Trends for 2019

Regulatory Compliance:
Cybersecurity & Privacy
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Top Ten Cyber Threats and Trends for 2019
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Top Ten Cyber Threats and Trends for 2019

Cryptocurrency and Blockchain Myths

NYAINAMULVT LA TULTD
Cryptocurrency La¥ Blockchain

Blockchain
& Cryptocurrencies
=
il

\J blockpit

Source: https://medium.com/@blockpit/the-top-6-myths-about-blockchain-and-cryptocurrencies-3c23catbf9at
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m Top Ten Cyber Threats and Trends for 2019

Digital Transformation and Cybersecurity
Transformation

Aranauliin laveuInIsIEAUES
luwi594 Digital Transformation and

Cybersecurity Transformation

Digital Transformation

Systems of Intelligence
‘ b " 3 \
- =8 e Mj — @) . ®

8

Empower your
employees

Optimize your Transform your
operations product

Engage your
customers

Source: “Microsoft's 4 pillars of digital transformation”, Microsoft
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Digital Transformation:
Five Domains and Key Concepts

DOMAINS STRATEGIC THEMES

Harness customer networks

&

CUSTOMERS

Build platforms, not just products

@

COMPETITION

10101 )
o101 Turn data into assets

DATA

Innovate by rapid experimentation

®

INNOVATION

Adapt your value proposition

&

VALUE

[(TX X

Leadership f
7,
’ o
Workers /| z “
/
Digital Change '! $F A
Agents =
AAAAAAAAAAAAAAA ;“ — ‘
Open Digital 1 - =
Ecosystem .

Digital Systems

Data Foundation

Source : www.digitaltransformationplaybook.com/

ACIS o aiRights Reserved

The Enterprise
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Digital Transformation Trends for 2019

Digital Transformation Trends for 2019

Top Business Trends

cio ==

CEO leading Digital education and Better integration of
digital transformation skill building of workers digital initiatives
“m a
W )
< ¢ ML ,J
a0 i
GDPR .o ¢

Improved leadership  Scaling digital change

Digital regulation
communication more sustainably

as headwind

Top Tech Trends

s S

Refining and updating
cloud strategy

Investment to
reduce technical debt

o

Betting on analytics
to the highest degree

Strong enterprise
data foundation

Q\/\Q
Delivering on CX
faster and better

Adopting emerging
tech even faster

P y ' . Iy . -
From http://zdnet.com/blog/hinchcliffe on wﬂ- by Dion Hinchliffe

Source : www.zdnet.com/article/the-biggest-lessons-learned-in-digital-transformation/
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econome Mapping Global Transformations
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WEF Transformation Map: Cybersecurity

& Cybersecurity and related issues <>

! Cybercrime |

! Critical Infrastructure Protection
! Systemic Risk and Resilience |

] Cyber War

| New Norms of Collaboration

Cyber Privacy

Security of Things

| Technology and the Law \

Source: https://toplink.weforum.org/knowledge/insight/a1Gb00000015LbsEAE/explore/summary
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WRORLD
ECONOMIC
FORUM

COMMITTED TO
IMPROVING THE STATE
OF THE WORLD
Insight Report

The Global Risks
Report 2019
14th Edition

In partnership with Marsh & McLennan Companies and Zurich Insurance Group

Source: www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf
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4.0
Weapons of mass Failure of
gespuction climate-change
mitigation and ’
adaptation Extreme weather
events
Water crises ‘ ‘
’ . Natural disasters
Biodiversity loss
Cyber-attacks
Critical information and ecosystem
infrastructure collapse
breakdown
Spread of infectious Man-made environmental
diseases Interstate disasters
conflict
3.5 Fiscal crises Large-scale
) . - ‘ involuntary
3.46 ailure of financial A i
> mechanism or institution . : migration
average ’ Food crises d
Failure of regional or ’
Terrorist attacks global governance Data fraud or theft
Failure of ’ )
State collapse Unemployment or national ASSGF bubbles in
or crisis underemployment governance a major economy
Failure of critical ‘ ‘ :
infrast = F’rofogﬁd social
instability
Energy price shock ‘
’ Adverse consequences of
Unmanageable inflation technological advances
Failure of urban planning
3.0
G
(5] @
© & llicit trade
E Deflation
25 3.0 A 3.5 4.0 4.5
3'41 F \l;;:( i
s0
. . average
Likelihood ]
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The Global Risk Outlook for 2019

THE GLOBAL RISK OUTLOOK FOR 2019

Types of Risks: . ENVIROMMENTAL . GECPOLITICAL

Top 5 Global Risks
in Terms of Impact

1 }E‘;}} Weapons of mass destruction

Failure of climate-change
2 mitigation and adaptation

3 é‘:’_.,;’::!' Extreme weather events

4 P.{ Water crises
-

5 QY Natural disasters

SOURCE: World Economic Forum - Global Risks Report 2019
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. SOCIETAL

Top 5 Global Risks
in Terms of Likelihood

. TECHNOLOGICAL . ECOMOMIC

1 % Extreme weather events

2

Failure of climate-change
mitigation and adaptation

3 (Q¢Y Natural disasters

S

&

=
)

Data fraud or theft

Cyber-attacks
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STATE OF

CYBERSECURITY 2013

. SECURITY SKILLS GAP BY THE NUMBERS _ .

SKILLS GAP STILL NOT SHRINKING

b3* ad”*

say their have unfilled

32"

say it takes six months

cybersecurity teams (open) cybersecurity or more to fill
are understaffed. positions. cybersecurity jobs at
their organization.

TOP 3 REASONS CYBERSECURITY PROS
ARE CHANGING JOBS

Better financial

B 2 % incentives (salary

or bonus) elsewhere

Promotion and development opportunities

Better work culture/environment

ACIS o AiRights Reserved

cSH

CYBERSECURITY NEXUS

WANTED:

QUALIFIED
CANDIDATES

say fewer than one-quarter
of job candidates are
qualified for the cybersecurity
position for which
they applied

NEARLY

40*

say university graduates
in cybersecurity are not
prepared for the job
challenges they’ll face

‘SOURCE: ISACA's 2019 State of Cybersecurity Study, hitps.//cybersecurity isaca. org/state-of

19 ISACA. Al ights reservesd
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While these statistics may seem disheartening, they present opportunity for organizations with initiative.
Today’s skilled cybersecurity professionals are in high demand. Successful hiring and retention elements
are attractive pay, career growth opportunities, and healthy work environments. Organizations that
understand this should be able to fill open positions more quickly and better retain their current talent.

To download ISACA’s 2019 State of Cybersecurity research report, visit:
cybersecurily.isaca.orqg/state-of-cybersecurity.

CYBERSECURITY BUDGET

GROWTH IS SLOWING

EXPECT AN INCREASE
IN CYBERSECURITY
BUDGETS

S

O

SAY THEIR BUDGETS
ARE SIGNIFICANTLY
LINDERFLNDED

— Y o [ o= B

ISACA

THE GENDER GAP

9

say their entire
cybersecurity staff is male.

al”

say their cybersecurity
teams have significantly
more men than women.

OF MEN SAY MEN AND WOMEN HAVE EQUAL

[OPPORTUNITIES for career advancement in
cybersecurity roles at their organizations.

79%

[0F WOMEN AGREE. This number increases
to 59% of women among organizations with
diversity programs supporting women.

hi*

OF ORGANIZATIONS HAVE ! i

DIVERSITY PROGRAMS that ' '
support women in cybersecurity roles.

41%
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3 Stages : Information Security,
Cybersecurity and Cyber Resilience

Information security

<

Cyber security

| Cyber resilience
< >

aNNFNRUS T IR NTUaLRaasBdUe W q Aumssuiiedt laues

Source: “Relationship between Cyber Resilience, Cybersecurity and Information Security, Threat Horizon 2014

ACIS © ACIS Professional Center Company Limited ©ACIS 2014. All Rights Reserve
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Not only IT security and Information Security

Cybersecurity Has Become Something— Bigger!

You Are Here

Defense N\ Reactive
a - Information Security &

IT Security Physical
Security

loT Security |

Offense Ol Proactive

Gartner



Paradigm Shift in Cybersecurity

“From Preventive to Responsive”




Security”
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l From “Preventive Security”
to “Responsive Security”

Security Strategy: Time-based Security Responsive Security

Focus Protective controls™

© Copyright 2015 ACIS Professional Center Company Limited. All Right Reserved. ACIS Awareness Training : “Balancing among Security, Privacy and Trust in Thailand's Digital Economy and Society” 41



Relationship about Business Impact and Time

Impact

Impact on staff or
public well-being

Environmental

damage

Time

ACIS Awareness Training : “Balancing among Security, Privacy and Trust in Thailand's Digital Economy and Society” 42



CYBERTRON

Manage and Mitigate #1 risk In
215t century

“REPUTATIONAL RISK”



“Cyber Drill” : Testing User Responsive & Readiness

mum’%ammﬂuw%’amm;ﬂ%ﬁzuuaﬁawwﬂﬁ"'ﬂﬂ (User Readiness and Responsiveness by performing Cyber Drill) kazn1sliaaiuianusesnsaumna

(User Information Security Awareness Training by performing Information Security Awareness Training) 5&L‘fluﬁlaea‘i'lLﬂuﬁaeﬁniﬁaw‘hﬂuﬂizﬁ'\ ‘Vgﬂ"ﬂ
gndfoge Feamsdeumilyl (Fire Dril) asdnsdafinmsdonegifuuszdmnd udwhlussdnshivinsdensuiiofomdluuesfiFendn « Cyber Dill” wislildnonianes
Tuasdnsnaenauudmsissiunauas sedugdldnseninfuavadeussaunsaflunsiuilefusonnauedidldualunafod Sanunfeustonissuile « Incident”
AN 9 flaiintu

© Copyright 2015 ACIS Professional Center Company Limited. All Right Reserved. ACIS Awareness Training : “Balancing among Security, Privacy and Trust in Thailand's Digital Economy and Society” 44
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NIST Cybersecurity Framework

NIST Frammework Core Structure
Categories Subcategories Informative References

IDENTIFY

PROTECT

RESPOND

]
RECOVER

e ——
1A596851989AUTENAUVINTBUNIANTUURANATUAMNLUAsUABAA luUa S
Source: “Framework core structure”, Framework for Improving Critical Infrastructure Cybersecurity, NIST, 12-Feb-2014

© ACIS 2014. All Rights Reserved. 45 www.acisonline.net
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CYBERTRON

People

24/7 Criss Team

Process

) Cyber Incident
Detection Process
Management
Response Plan and
Security Monitoring
Process

Compliance
Monitoring

Technology

Threat Detection Threat Response Simulation Exercise

Event and Log . .
L Forensic Analysis Improvement
Monitoring
Obsolescence
Management

Operational
Monitoring




CYBERTRON

Benchmarking between your organization and Industries

|dentify

——Qil and Gas
—=—Financial
——Regulator

——Target

——0Qil and Gas
—=—Financial
——Regulator

——Target
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Cybersecurity Transformation Strategy

CYBERTRON

.
ACIS - CYBERTRON s

¥/ CYBERSECURITY RESILIENCE FRAMEWORK

ACIS © ACIS Professional Center Company Limited. All Right Reserved .
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+HSACA

X - Transforming " TRANSFORMING

&~ Cybersecurity CYBERSECURITY
USING COBIT®5

COBITe —+HSACA

CONTENTS

Introduction: Cybersecurity, APTs, Cyberwarfare, COBIT 5 Product Family
Impact of Cybercrime and Cyberwarfare on Business and Society
Threats, Vulnerabilities and Associated Risk

Security Governance

1
2

3

4. Cybersecurity Management
5. Cybersecurity Assurance

6. Establishing and Evolving Systemic Security

7. Guiding Principles for Transforming Cybersecurity

Appendix A. Mappings of COBIT 5 and COBIT 5 for Information Security to Cybersecurity

Appendix B. Intelligence, Investigation and Forensics in Cybersecurity

ACIS © ACIS Professional Center Company Limited Strategic IT-GRC and Cybersecurity Risk Awareness in Digital Economy: Cybersecurity Resilience Framework and Implementation in Action 49



CYBERTRON

DHS/SEI/CMU
Cyber Resilience Review (CRR)




CYBERTRON

DHS/SEI/CMU
' Cyber Resilience Review (CRR) 10 Domains

WHAT DOES THE CRR MEASURE?

The CRR measures an organization’s operational
resilience capabilities through examining cybersecurity
practices across ten domains:

. Asset Management

Controls Management

Configuration and Change Management
Vulnerability Management

Incident Management

Service Continuity Management

Risk Management

External Dependency Management

Training and Awareness

0. Situational Awareness

2.
: 4
4
Y
6.
7
8.
9
l
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MNSIUNHANUAIRLdaUAUINAlUlagaNSALINA

Related T & IT Security Laws: Electronic Transaction and Digital Laws

ACIS © All Rights Reserved IT-GRC, Privacy, Cybersecurity and Information Security Management 52
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NOUUILEIAYATUNALULATETEUNA/ANNTUAIUAANYEITEUMNA

r \ ([ \
N NPT INIIAN ngwmamiﬂizﬁqmmﬁﬂ
ediannsading \Neafunsuiianes
Electronic Transaction | . Computer-related Crime ]
g \ ([ \
N Y NUULAING
FTUUNNSY15EU \aLAsugRauazdany
. Payment System | Digital Economy and Society |
r \ 7 \
N dY n§dY
mmﬁmﬂaawﬁa‘lwwa% ﬁ:ﬂﬂﬁﬂﬁ%@%ﬁd')ﬂﬂﬂﬂa
Cyber Security ) |\ Personal Data Protection )

—N\ | —
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Integrating IT-GRC, IT & Information Security and Cybersecurity Approach
““Regulatory Compliance” and “Standards & Best Practices”
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o FYAULATIATA
o FYAUNRY
o F¥AUNUFIU

IT Governance
ISO/IEC 38500 : ITG Standard

COBIT 5 ITG Framework, Processes

S SO 31000 Risk Management

NIST Cybersecurity Framework
Cyber RIS
——Cybersecurity COBIT 5 for Risk

Risk

/  Information
SERUIE LK ISO/IEC 27005 Infosec Risk

suAsusendlng

Cybersecurity
Operation

rivacy

IT Security
Information Security

Information security conirefs

ISO/IEC 27001:2005, ISMS, Annex A, Information security controls 11 Domains

ISO/IEC 27001:2013, ISMS, Annex A, Information security controls 14 Domains
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External Regulatory Compliance
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Risk-based IT-GRC Standards and Best Practices

for IT-GRC, Privacy, Cybersecurity and Information Security Management

Risk Man_ag ement (RM)

Business Continuity Management Systems eparment of Hom | Sacuriv's (DHS
u Gwemancg (ITe) A Info. Security Risk (BCMS) C;.rl:uer Reslllence Remew
x'”- M ) . 5 Cybersecurity )
AY Information Security Management \ \ \,  General Data Protection
IS0 A EE'EIEI'I'IS\EISM 5) kY C'-"b?_.rsecur't'f "x Regulation

31000 .

ISO/IEC
38500

Framework
Govermnance
and rnanagemenl— ISOMEC ISO/IEC
27018

of enterprise IT 29100 Privacy (PI)

Enterprise ISO/IEC Framework
Architecture —— 20000-1 Personal information management
(EA) PMBOK \ Code of practices for PIl
in public clouds
. E— @ _ \ Info. security controls for Cloud services
- ISOJIEC - . ‘ \"a_ 4 I:_ Code of practices for Info. Security contrals
2eiy \ \,x L Cuality Management Systems (QMS)
‘a \ ‘ \ ‘" IT Service Management Systems (SMS)
\ 1‘1 \ \— Practices for IT Service Management
-"“x_ % ' Capability Maturity Model Integration O FlocuiremartSiandands
\._._ Project Management Guide
\ \—— Software Engineering Lifecycle C} suidance/Guideline Standards
\ Guidance on project management 4::} Bas! Practices
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ANAULHE

NIENUAaANNTUAIYBITFUAZANNEIUSEUTaeTulsEmA

MUBUVDIF] UIBIULDNTY

“TasadenugudAgvadssna”
Critical Infrastructure (CI)

TassasenugIudAgneansaumea
Critical Information Infrastructure (ClI)
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(@) NMI3YANULELND1ARTULNABUAIADS ToyandUNIADS TPUY Functions

Source: “NIST Framework for improving critical infrastructure cybersecurity”, www.nist.gov/

e Cybersecurity Framework (CSF) Core Functions:
ABNTILMES ToyaduiiNeIUeiuTEUUARLNINDT NINIFULALTINTINNIEVRY

Identify—Develop the organizational understanding to manage
cybersecurity risk to systems, assets, data and capabilities.

IDENTIFY

UAAS
Protect—Develop and implement the appropriate safeguards to
PROTECT ensure delivery of critical infrastructure services.

(o) UIM5N15UBINUANULFLINO1LLAAVU

s Detect—Develop and implement the appropriate activities to
identify the occurrence of a cybersecurity event.

(en) WIMINNIATIRABUMALLEN ST BANAUNISLBLUDS

Respond—Develop and implement the appropriate activities to
RESPOND take action regarding a detected cybersecurity event.

() U19IN1TRBRYLgLTaINITATIANUABANAINN S LBLUDS

Recover—Develop and implement the appropriate activities to
RECOVER maintain plans for resilience and to restore any capabilities or
services that were impaired due to a cybersecurity event.

& 1

(&) MnsNssnwariluyAdsmeniinandeanaunislaues
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FRAMEWORK
VERSION 1.1

O
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&% NIST Cybersecurity Framework

NIST Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1, 2018

NIST Cybersecurity Framework

IDENTIFY PROTECT

DETECT

RECOVER

Identity Management

Asset Management and Access Control

Anomalies and Events

Response Planning

Recovery Planning

Security Continuous

Supply Chain Risk Strategy Protective Technology

Business Environment Awareness and Training Monitoring Communications Improvements
Governance Data Security Detection Processes Analysis Communications
. Information Protection e
Risk Assessment N o Mitigation
Risk Management Strategy Maintenance Improvements

[ What processes and assets need protecton? } [ What safeguards are available?

) (

What techniques can identify incidents?

} EWhat techniques can contain impacts of incidents?}

[ What techniques can restore capabilities? }

P
N.9.U. ] & a X o § A a X
‘lmvua%‘ ﬂ']iix‘uiﬂ’a’mLaEN‘VI‘eJﬂQQZLﬂmm ?J”IGliﬂ']i‘l’]adnuﬂ’nmﬁ&lﬂ%aﬂﬂﬁ]zmﬂﬂ]u

wmIN1sATIREULAIEn T TS
Awanaunsleiuas

UINTNITNTEYLAR wnsnsinwuasiuyanudene 1A
Wadin1sasranudeanaumalaiuas mRandeanaunsleuas 13 (4)
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Data Protection Laws
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W.A. 2544
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Government agencies, State Enterprise
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NONULEIAYNAYIVINIUNITANATDIVDYAEIUYAAS

n1sdavinuleutensAuasasdoyadiuynna
(Data Protection Policy)

. MINUTIVTINTaYAEIUYARABENNTTR
. AnNWYRtayadIuyAAa
. N335 INQUITAIALUNSAUTIUTIN
v o o o v 1 v
. Fadinlunisideyadiuynnaluly
. M3SnwaNUiuaUaeniy

AN 00 A VW DN -

. MsamengNuAITAITUAISUUIULUR
wazuleureineatesiudayadiuynaa

~

. Msdldusiuvaainvesdoya
8. AUTURAYaUYRIUARRTITVTINT

naNNIsAIUNMSANATAITRYAEUYAAR
(Reference OECD Privacy Principles)

Collection Limitation Principle
Data Quality Principle
Purpose Specification Principle
Use Limitation Principle
Security Safeguards Principle

Openness Principle

AIUANTRYA

I_I_

N33V TR (TaUfun)
n1sAumsasdayadiuyana (Practices)

Individual Participation Principle

Accountability Principle

Source: “OECD Privacy Principles”; “OECD Guidelines on the
Protection of Privacy and Transborder Flows of Personal Data”,

http://oecdprivacy.org/

Gap

va Y v

N32IVUYUARNATRIYIYE

9

dauynna wW.A. 2562

MieuesAnsly
All Enterprises in Thailand
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NANNIIANATOIVILAFIUYAAA

Principles for Personal Information/Data Protection (Privacy)

@)) OECD The OECD Privacy Principles

1. Collection Limitation Principle

2. Data Quality Principle

3. Purpose Specification Principle

4. Use Limitation Principle

5. Security Safeguards Principle
6. Openness Principle

7. Individual Participation Principle

8. Accountability Principle
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Thailand Information Security Association (TISA)
www.TISA.or.th

Cyber Defense Initiative Conference
www.cdicconference.com

ACIS Professional Center Co., Ltd.
www.acisonline.net

www.youtube.com/thehackertv

www.youtube.com/thecyberg11

Prinya.ho@acisonline.net

www.twitter.com/prinyaACIS (@prinyaacis)

www.facebook.com/acisonline
www.facebook.com/prinyah

Facebook search : prinya hom-anek

Pathumwan, Bangkok 10330, Thailand
Tel: +66 2 253 4736, Fax: +66 2 253 4737 www.acisonline.net

Cv ACIS Professional Center Co Ltd 140/1 Kian Gwan Building 2, 18" Floor, Wireless Road, Lumpini,
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Capital One data breach: Arrest after
details of 106m people stolen
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The alleged hacker was arrested on Monday

The personal details of about 106 million individuals across the US and
Canada were stolen in a hack targeting financial services firm Capital One,
the company has revealed.

The alleged hacker, Paige Thompson, was arrested on Monday after reportedly
boasting about the breach online.

Capital One said the data included names, addresses and phone numbers of
people who applied for its products.

But the hacker did not gain access to credit card account numbers, it said.

The data breach is believed to be one of the largest in banking history.

M
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« 106 million personal data (income, birth
date) who apply for credit card are hacked
80,000 bank account number
140,000 social security number




GDPR (General Data Protection Regulation) cased

DATAINSIDER

Popular Topics: Data Protection Security News Threat Research Industry Insights | Search Digital Guardian | Q

al Guardiar

. ‘ Biggest fines for data breaches
Hilton Was Fined $700K for a Data g e o0
B reac h 7 U n d er G D P R It \NO u [d Be Fines under the Data Fine under the new GDPR
$420M Protection Act 1998 (Max. fine €20 million,
(Max. fine £500,000) or 4% annual global turnover)
on FicRy Aprl 6. 2088 Sussex Hospitals NHS Trust Scottish Borders Council
£350k £O50k

2012 Sony .

&3 2014
GlobalSign Blog
2015
TalkTalk
2016 Crown £400k .
14 Nov 2018 Carphone Prosecution Facebook
. .y - 2017 Warehouse Service Equifax
How Well did British Airways £400K e £500k o Z500k

Handle Their Data Breach? A o @ _/‘.
GDPR Case Study F230K o

Proposed £400k
fine for
In September 2018, leading airline British Airways announced that it had suffered a 2019 British Airways
data breach and that customer data had been lost. The company released details £183.39m

that the theft had occurred between 21 August 2018 and 5 September 2018, and that

s many as 380, ransactions had been aff :
as many as 380,000 transactions had been affected Source: ICO - Information Commisioner's Office AEE

$isaca

ml Ins-n g of Cergetors



DBS Digital Strategy

My Entertainment

My Shopping Insurance

My Health

i My House
My Transport My Education



Digital Business KPIs for Optimizing Current Business Model

Customer Experience Sales and Operations Workplace
and Service Marketing
Digitalizing Digitalizing Digitalizing Digitalizing Digitalizing Digitalizing Digitalizing
Customer Customer Marketing Sales Operations Supply Workplace
Interactions Service Chain
2021 ), | %
Goal
2021 50%
Goal 2021 50%
Goal
2021 40%
Goal 2021 40%
35% Goal 2021 35%
Toda;
y } 5% Goal
20% Today 2021 20%
Today 4 10% 35% Goal
el BT Rl R
] Today)) gy

% of interactions
that are digital

% of interactions that
employ smart machine

% of marketing
spend that is
digital

% of Revenue through

digital channels

% of operational
asset that are
connected

% of fleet racked in real

time

% of department using
new digitalized
workplace model

A




Digital Business KPIs for New Revenue and Business Models

Revenue From
Digitalizing
Product/Service

} 700M
2023
Mkt.
Size
Range}
2019
Total ), | 100M
Mkt.
Size
our 40M
Market size
(current and
future)

Revenue From
Outcome-
Based Sources

Revenue From

Revenue From

Digital Contribution to Overall

4

2023
Mkt.
Size

Range

2019
Goal
2019
Total
MKkt. oM
Size
our 10M
sales [
Market size

(current and

future)

Metered or Ecosystem/ Revenue and Margin
subscription Sources Platform
700M 1,000M
2023 2023
Mkt. Mkt.
Size Size
Range Range
o 55%
24 Digital
2019 [ 22
35% Total 2023 j |35%
2019
Mkt. Goal
Total Size
Mkt. 0
Size | 100M 2023 |.25% Non- | 35%
20% . Goal Digital
60M
S N
Our 40M
sales . } 5%
% of revenue Market size % of contract Market size % of revenue % of net Avg. net
that is shared (current and (Months) (current and from new margin from margin of
future) future) digital new digital digital vs.
sources sources nondigital
revenue

A



